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Abstract

Feedba& cortrol systems wherein the cortrol loops
are closedthrough a real-time network are called net-
worked cortrol systems (NCSs). The insertion of
the communication network in the feedbad cortrol
loop makes the analysis and design of an NCS com-
plex. Driving our researti e®ort into NCSs is the
point of view that the design of both the communi-
cation protocols and the interacting cortrolled system
should not be treated as separate. In the co-design
approach we propose, network issuessuc as band-
width, quantization, survivability, reliability and mes-
sagedelay will be consideredsimultaneously with con-
trolled system issuessuc as stability, performance,
fault tolerance and adaptability. Thus, we study net-
work stheduling when a set of NCSs are connectedto
the network and arbitrating for network bandwidth.
We rst de ne the basic conceptsof network schedul-
ing in NCSs. Then, we apply the rate monotonic
scheduling algorithm to schedule a set of NCSs. We
also formulate the optimal sceduling problem un-
der both rate-monotonic-sdedulability constraints and
NCS-stability constraints, and give an example of how
such optimization is carried out. Next, the assumptions
of ideal transmission are relaxed: we study the above
network scheduling problem with network-induced de-
lay, padket dropouts, and multiple-packet transmis-
sionstaken into accoun.

1 Intro duction

A networked cortrol system (NCS) involves communi-
cation patterns in which both informational and physi-
cal cortrol loopsare closedthrough a real-time network
(e.g.[4, 15, 13, 18, 2Q]; see[19] for a thorough review).
In NCSs, the performanceof the cortrol loopsnot only
depends on the design of the cortrol algorithms but
also on the scheduling of the shared network resource.
Roughly speaking, the problem of network scheduling
in NCSsis to assigna transmission schedule to eadh
transmissionentit y (sensor,cortroller, actuator) onthe
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network basedon a schealuling algorithm (a set of rules
that, at any time, determinesthe order in which mes-
sagesare transmitted).

In the past, control systemdesignand CPU scheduling

or network scheduling designhave normally beensepa-
rated. This separation hasallowed the cortrol commu-

nity to focuson its own problem domain without worry-

ing about how scheduling is being done; it hasreleased
the scheduling community from the needto understand
what impact scheduling hason the stability and perfor-

mance of the plant under cortrol. Howewer, when the

two designsare combined together, many assumptions
are not true. Theseimpact system performance.

While co-design of control and CPU sdeduling has
recenly received a considerableamount of attention
[2, 7, 17, 6, 1], network scheduling in NCSsis a rela-
tively blank areathat needsto be explored.

1.1 Problem Description

Consider a set of NCSswhich are connectedto a net-
work, as illustrated in Figure 1 (which is simplifed
from the general case: linear plant and corntrol and
no actuator-plant communication). Each plant trans-
mits its sensors'data at transmission period h;(t). One
can compute the transmission period bounds in order
for ead individual plant to be stable [19, 20]. How-
ewver, when the transmission path is sharedwith other
NCSs, transmission scheduling among the plants has
to be performed.

A set of NCS transmissionsis said to be schealulableby
a scheduling algorithm (or the transmissionscheduleis
feasiblg if all transmissions can be completed before
their deadlines.

1.2 Rate Monotonic Scheduling

In [11], Liu and Layland addressedthe problem of pri-
oritized, preemptive scheduling for a setof independent,
periodic real-time tasks. They proposedthe rate mono-
tonic (RM) sdeduling algorithm, where tasks with
shorter periods have higher priorities. RM is a "xed-
priorit y assignmett: priorities are assignedto tasksbe-
fore execution and do not changeover time. Moreover,
RM can be preemptive: the currently executingtask is
preemptedby a newly-arrived task with shorter period.
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Figure 1: Sceduling of a set of NCSs

Liu and Layland shaoved that RM is optimal amongall
“xed-priorit y assignmers in the sensethat no other
“xed-priorit y algorithm can scedule a task set that
cannot be scheduled by RM. They further derived a
worst caseutilization bound (suxcient condition):

Theorem 1 (Theorem 6.11, [12]) A set of N in-
dependent, preemptive, periodic tasks can be feasibly
scheluled by the RM algoritq_m if its network utilizg-
; s - "N ¢ I 51=N . .
tion factor, U, satisesU =, g - N 2777 1
where h; is the task period and ¢; is the computation
time, each for the ith process.

The utilization bound decreasesmonotonically from

0:83whenN = 2to log,2= 0:693asN ! 1. Thus,

any periodic task set of any size will be able to meet
all deadlinesall of the time if the RM algorithm is used
and the total utilization is lessthan 0:693. A necessary
and suzcient condition on the schedulability of a set
of tasks scheduled by RM algorithm is givenin [10].

RM sdeduling of a set of non-preemptive, periodic
tasks is discussedin [12, 16]. A summary result is

Theorem 2 (Theorem 16, [16]) A set of N inde-
pendent, non-preemptive, periodic tasks(indexed by the
decreasing order of their priorities with i = 1 being the
highestand i = N being the lowest) are schealulable if
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where b;i is task i's worst-case blocking time by the
lower priority tasks,i.e.,

qo= max i
h’l j=i+l;uN G

Note that Theorem 2 is a suxcient condition.

1.3 Application to NCSs

The foregoing is directly applicable to sceduling for
an NCS by identifying (1) the task period, h;, with a
(bound on the) worst-casetransmission period guaran-
teeing stability and (2) the computation time, ¢;, with
the transmission time, ead for plant i.

When a set of NCS plants are connectedto the network
and arbitrate for network bandwidth, basedon the RM
scheduling algorithm, a \faster" plant (i.e., requiring
higher transmission rate) is given higher priority over
a slower plant. The RM sdieduling algorithm can be
implemented on priorit y-basednetworks, such as CAN
and DeviceNet, where the priority of the messagecan
be incorporated into the messagedenti er.

Theorem 2 can be used to test the schedulability of
a set of NCSs connectedto the same network when
scheduledby the RM algorithm. The following example
illustrates how this can be done.

Example 3 (RM Schedulabilit y Test) Consider a
set of scalar plants represened by x = ax with a =
25;20;5 and k = 50;45; 30, respectively. Note that
all three NCSshave the sameclosed-lmp performance,
&= i 25. The upper boundson theseplants' transmis-
sion periods that presenes their stability, hyge i, are
easily calculated and given in Table 1.

NCSi 1 2 3
a 25 20 5
Nirue 0:0439s | 0:0478s | 0:0673s

Table 1: Transmissionperiod bounds for Example 3

Basedon the above results and the RM algorithm, the
set of NCSswith a = 25;20;5 are assignedpriorities
1;2;3 and indexed by i = 1;2; 3, respectively. Let the
transmission periods of the NCSsbe h; = 0:0265s, h, =
0:030s, and hg = 0:034s. Assumeevery NCS has the
sametransmissiontime ¢; = ¢ = ¢z = 0:004 s (this
value is chosenbasedon DeviceNet speci cation [14]).
Therefore, the worst-caseblocking time for the NCSs
(by lower priority NCSs)areh.; = h., = 0:004s. The
schedulability analysisusing Theorem 2 is as follows:
I E R 12 1= 1
hi  hy
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We canseethat the setof NCSswith the selectedtrans-
mission periods is schedulable using RM scheduling.

As de ned above, a transmission blocking time b con-
sists of two parts: the time to wait for all higher-
priority transmissionsto nish and the time to wait
for an on-going lower-priority transmission to "nish.
Considering this, the range of the transmission period
of eadh NCS is a®ectedby its worst-caseblocking time
b (preemption by higher-priority NCSs, by , plus the
blocking time by lower-priority NCSs,b;i), which are
summarizedin Table2. Weseethat the rangeof the h's

NCS i b =1y +hy h; 2
1 0+ 0:004= 0:004s [0.022,0.030]
2 0:004+ 0:004= 0:008s | [0.022,0.038]
3 0:008+ 0= 0:008s [0.026,0.042]

Table 2: Worst-case blocking and transmission period
ranges

do not exceedtheir respective upper bounds on trans-
mission periods. Therefore, we conclude that the set
of NCSssdceduled by the RM algorithm is schedulable
and ead NCS is stable.

1.4 Scheduling Optimization

A natural extensionto the schedulability problem is,
How can we selectan optimal feasible schedule which
minimizes (maximizes) someperformance measure?

Assume eah NCS is assaiated with a performance
measurefunction, J;(h;), which givesthe cortrol cost
as a function of transmission period h;. Therefore, we
can formulate the following optimization problem:

minimize (maximize) J(h;) = Jithi) (2

i=1

subject to

hy -

D hn; 3)
L b
h;

Gy h& i(2¥§ 1)(4)

2 NCS stability constraints:
hi - hsweii b i=1:N: (5)

The worst-caseblocking time of eadh NCS trans-
mission, by, needsto be taken into accourt when
setting the upper bound on h;.

The selection of the performance measure function
Ji(h;j) is crucial in the optimization problem. In the
NCS sdieduling optimization problem, we normally
choosequadratic cost or exponertial cost [3].

Example 4 Consider the same setup as given in Ex-
ample 3. The transmission error e(t) is given by

g(t) = ae(t) + ax(tv);
and the relative error between transmissionsis
ety — i af a
_e() = |_ eat | l :
X(tk) a

We can de ne the performance measure for NCSi as

— i & aihi .
Ji(hi) = % &
which is a convex and monotonically increasing func-
tion. We can formulate the minimization problem as
in (2), subject to the constraints (3), (4), (5) and using
Pie ;i for hsye;i in (5). The minimization processmay
then be carried out using Matlab function fmincon
The optimal transmission periods found were

h,; = 0:0146s; h, = 0:0150s; hs = 0:0167s:

The last RM constraint is tight. Using thesetransmis-
sion periods, the total transmission errors of the three
NCSsis minimized whenthey are schaluled by the RM
schealuling algorithm.

2 Non-ldeal Transmissions

2.1 E®ects of Delay
The following example illustrates the in°uence of the
network-induced delay on the performanceof NCSs.

Example 5 (Non-ldeal Transmissions) Let the
continuous open-loop plant be

xyC . 0107 xi°. 0° .
x = 00 x T o1v ©
A corntinuous-state feedbad cortroller is u = j Kx,

whereK = [5600, 100] (closed-loop polesat j 508 50 )
and full-state information is transmitted acrossa net-
work. Now considertwo versionsof the plant with dif-
ferent constart transmission periods: h; = 0:008s and
h, = 0:016s. (The two NCSsare simply periodic.) The
scaledstep responsesare givenin Figure 2. We can see
they are similar to the cortin uoussystemresponse. We
further assumethe same constart transmission time
c1 = ¢ = 0:003s.

Now, considerthe RM scheduling of the two NCSson
a network. Plant 1 receiveshigher priority, sinceit has
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Figure 2: Scaledstep responsesof original system

a higher transmission rate. Assumethe two NCSsare
in-phase Then NCS 1's data is delayed by its own
transmissiontime, ¢; = 0:003s, while that of NCS 2 is
delayed by its own transmission time plus preemption
by the higher priority NCS 1, ¢, = 0:006s.

Figure 3 depicts the scaled step response when RM

scheduling is employed and delays are taken into ac-
count. With NCS 1's responsesimilar to the original

one, NCS 2's responseis unstable, causedby the exces-
sive delays during the transmissions.
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Figure 3: Scaledstep responsesby RM scheduling

2.2 NCSs with Data Packet Drop out

Networks can be viewed asunreliable data transmission
paths, where congestionand node failure can occasion-
ally occur. When thesehappen, depending on the net-
work protocol employed, padkets can be lost and are
not recoverable. For example,the UDP/IP socket does
not guarartee the delivery of data padkets. Thus, it is
valuable to analyzethe data packet dropout rate (per-
certage) at which the desiredperformance(e.g. stabil-
ity) of an NCS can be presened.

An NCS with data padet dropout can be modeled as
an Asynchronous Dynamical System (ADS) with rate

constraints on everts. The stability of this type of sys-
tem is studied in [9]. In this section, we will extend a
result therein to NCSs. We still assumethe NCS has
constart sampling period h.

Figure 4 illustrates an NCS setup with the possibility of
dropping data padkets. For constart sampling period
h, we usethe sampledversion of our linear model.

x (kh)

Plant
X ((k+1) h)=F x (kh)* Gu (kh)

Controller
—K & (kh)

Figure 4: NCS with data padet dropout.

The network can be modeled as a switch that closesat
a certain rate r. When the switch is closed (position
S1), the network padket cortaining x(kh) is transmit-
ted, whereaswhen it is open (position S;), the out-
put of the switch is held at the previous value and the
padket is lost. Thus the dynamics of the switch (state
R) can be modeled as an ADS as follows:

Si: R(kh) = x(kh);
S,: R(kh) = &((ki 1)h):

De ne the transmission indicator function s(kh) as
Y2 ' .
s(kh) = 1, sampleis transmitted ;

2; sampleis not transmitted :

Let w(kh) = [xT(kh); ®T(kh)]" be the augmerted
state vector; the closed-lop system with the network
padket dropout e®ectis represerted by

w((k + 1)h) = Og(knyw(kh): )
When the switch is in position S;, s(kh) = 1 and

_ © jiK ",
©= o iik

when the switch is in position S;, s(kh) = 2 and

.©iiK’

©= o

Normally, an NCS can tolerate a certain amount of
feedbak data loss. The following corollary can be used
to test system stability for a certain packet dropout
rate.



Corollary 6 (NCS with Packet Drop out, [19])
For the alove setup, assumethe plant state x(kh) is
transmitted at the rate of r. If there exist a Lyapunov
function V(w(kh)) = w' (kh)Pw(kh) and salars ®
and ®, for Equation (7) suchthat

®& " > 1L
ojPO;, - ® %P
OJPO, - ® %P
the systemis still expnentially stable.
With the plant state transmitted at rate r, the e®ective

sampling period is heg = h=r. This suggeststhe plant
can be stabilized by a slower sampling rate.

Example 7 (NCS with Packet Drop out)
Consider the state-spaceplant model

.>£1’_ 0 1’x1’+'0’u_
X2 B 0 joO1 X2 o1 ®)
_ X1
y = [0
A cortinuous-state feedbad cortroller is u = j KX,

where K = [3:75; 11:5] (closed-loop poles at j 1=2,
i 3=4).

With sampling period h = 0:3 s, we obtain

© 0:0167 0:0512°
0:1108 0:3399 °

1.0 0:2955°

©= 0o 09704 °

iK =
and the closed-lmp system(©j  K) is still stable with
the continuous cortroller. With the setup shawn in
Figure 4, and assumingthe transmissionrate r = 0:7,
we solve the LMI problem [8] in Corollary 6 to "nd

®; = 1.1288 ®, = 0:7552
3
0:9210 09196 | 0:6578 | 0:5144
p = 0:9196 24788 | 0:5232 | 1.6644 4
~ 4 ;06578 j 0:5232 0:7003 0:6461 O
i 0:5144  1:6644 0:6461 2:0562

which provesthe stability of the system. This means
that when the plant state is sampled every 0:3 s, if

70% of the padkets are delivered to the cortroller, we
can still guarantee the stability of the feedbak cortrol

system. The result shovs an e®ective sampling period
of hee = h=r = 0:43 s. In fact, the suxcient condition

on transmission period is hgye = 1:7294s[19].

The comparisonof step responseswith padet dropouts
is shawn is Figure 5. We can seethat the step response
with 70% padkets transmitted is similar to the origi-

nal system. A large di®erencecan be seenwhen only
20% of padkets are transmitted (but the systemis still

stable, as we prove below).

—— w/o packet drop out
- - - w/ 70% packets transmitted
1.2 - - w/ 20% packets transmitted

1 -

0 5 10 15 20 25 30
Time (s)

Figure 5: Scaledstep responseswith packet dropouts.

The lower the transmissionrate, the lessnetwork band-
width used. The next questionwould be,\What is the
lower bound on dropout rate r that still guaraneesthe
stability of the system?"

Theorem 8 (Bound on Drop out Rate, [19])
Consider the setup of Figure 4, assuming that the
closal-loop systemwith no dropout is stable (i.e., ©
i K is Schur).

2 |If open-loop system (©) is marginally stable, the
systemis exmnentially stablefor all 0< r - 1.

2 If the open-loop systemis unstable, then the sys-
tem is exponentially stablefor all
1
1i °1=%

°1 = log[, r2nax(©i i K)I;

<r- 1

°2 = log[, Zax ©)]:

Example 9 Example 5has®© marginally stable, sothe
networked cortroller is stable for all r > 0.

2.3 Scheduling of NCSs Reuvisited

In Section1, we studied the scheduling of a setof NCSs
using the RM sdceduling algorithm. There, we implic-
itly assumedthat every data padket is successfullyde-
livered. In Section 2.2, we shaved that we can drop
a certain percentage of data padkets and still provide
a stable NCS. This idea can be applied to schedule a
set of NCSs. Roughly speaking, if a set of NCSsis un-
schedulable when every data padket is guaranteed to
be delivered, we might consider dropping some of the
padkets (at a certain percertage) of the faster-sampling
NCSs,and still try to guarartee the set of NCSsare all
stable.

More formally, considera set of NCSsgiven by
xi ((k+1) hi) = ©xi(kh;)i iiKiRi(kh;);



ead connectedto the network, and ead with r; £ 100%
samplestransmitted. For ead NCS i, de ne the aug-
mented state vector asw; (kh;) = [x[ (kh;); & (kh)]T,
the transmission indicator function s;j(kh;), and the
systemmatrix ©;s, «n;) accordingly asin Section2.2.

Now for the overall system, de ne the augmerted state
as

Theorem 10 (Stabilit y of a Set of NCSs, [19])

Given the setup alove, assume for each NCS i
there exists a Lyapunov function V(wj(kh)) =
w (kh;)P;w; (kh;) and salars ®;; and ®;, suchthat

&LeL" >
©i-|;-1pi©i;l @;fpi;
©{2Pi©i;2 ®g;22Pi;

then the systemof Equation (9) is exponentially stable.

Example 11 (Scheduling of NCSs Revisited)
Consider the samesetup asin in Example 3. Let the
transmission periods of the three NCSsbe h; = 0:01s,
h, = 0:015s, and hz = 0:06 s, respectively. The indi-
vidual transmission sequencesre illustrated in the top
three rows in Figure 6.
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Figure 6: Scheduling of NCSswith padket dropout

The setof NCSsis not guaranteedto be schedulable by
RM sceduling, asshown by the schedulability analysis
using Theorem 2 below:

C1 b'l 1
4+ 2= =08< 1(2*; 1)=1:
h hy 0:8 27 1 ;
G, %, Eﬁ = 0:9333> 2(2'"2; 1) = 0:8284
hy hy hy

We see,in Figure 6, that messagecollisions happen at

0:061j (NCS 1;2;3 are involved) and 0:062j + 0:03

(NCS 1, 2 areinvolved), j = 0;1;:::. Dropping some
of the padkets, as shawn in the fourth row of Figure 6,

makesthe network schedulable. In particular, we drop

messagedrom NCS 1;2 at 0:.06=j, and the message
from NCS 1 at 0:06=j + 0:03. The padket drop rate for

eath NCS is shown in the following table.

NCSi 1 2 3
Dropout rate (1 rj) || 0:33 | 0:25 | 0:0

Table 3: Padet drop rate for NCSsin Example 11

Applying Corollary 6 for each NCSi, we can nd ®; 1,
®.,, and P; for eadh i asfollows:

@ = 1:3342 | _ 152121 | 110942
®.,= 0:5645 ' ' | 11:9942 11:4825
®;q = 12595  _ 121012 ; 10:3186°
®2 = 0:5433 2=

i 10:3186 116616

.. _ 5:3734 | 6:7656 " |
®1= 12585 Ps= 57656 9.0446
Now, applying Theorem 10 we can seethat the set of
NCSssdeduled by dropping somepadkets is stable.

Further increasingthe transmission period of ead NCS
will pushthe network utilization factor, U, greaterthan
1. Thus the network is absolutely unschedulable. The
merit of dropping a certain percentage of padkets is
more obvious, sinceby doing this we may able to make
the network schedulable without loss of stability. This
is illustrated by the following example.

Example 12 ConsiderExample 11 again, exceptwith
evenshorter transmissionperiods. Let the transmission
periods of the NCSs be h; = 0:008 s, h, = 0:012 s,
and hz = 0:016 s, respectively. The set of NCSs is
unscedulable becausethe network utilization factor

G _ 0:004 0.004 0:004
= = = + + =1 L
U= b ooos” oor2’ ooe” WO

Howevwer, following the transmission and dropout pat-
tern as shown in Figure 7, the network is schedulable
with the dropout rates shawvn in Table 4. Also note
that the rst transmission of NCS 1 arrivesat 0 s, the
“rst transmission of NCS 2 arrivesat 0:004 s, and the
“rst transmission of NCS 3 arrivesat 0:012s.

We can further guarantee each NCS's stability by ap-
plying Corollary 6 for eathh NCSi. We can nd ®;,,



NCSIi 1 2 3
Dropout rate (1 r;) || 0:17 | 0:25 | 0:33

Table 4: Packet dropout rate for NCSsin Example 12

“OAXOOA A
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cheduling
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Figure 7: Transmission and dropout pattern of a set of
unschedulable NCSs

®.,, and P; for eadh i asfollows:

®.1 = 1:1884 P, = 4:3627 | 2:7988°
®.,=0586Q '~ | 2:7988 2:5955
®,.; = 1:2595 P, = 121012 | 10:3186 " .
®.,= 05433 2 103186 116616
®1 = 1:2493 | _ | 3.0308 | 2:1632°
®;, = 0:6584 ' ° | 2:1632 2:6542

Now, applying Theorem 10 we can seethat the set of
NCSssdeduled by dropping somepacdkets is stable.

Examples 3, 11, and 12 reiterate NCS tradeo®s. Due
to the limitation of network bandwidth, if we want the
set of NCSsto be schedulable, then everybody has to
\slow down" a little, using a slower transmission rate.
Example 3 shaws that NCSswith slower transmission
rates can be sdeduled using RM sdeduling. On the
other hand, if everybody hasa faster transmissionrate,
then somelody hasto \back o®" at somepoint, drop-
ping some padkets, as illustrated in Examples 11 and
12. Both methods may provide stable NCSs.

2.4 NCSs with Multiple-P acket Transmission
An NCS with multiple-packet transmissionscanalsobe
modeled as an ADS. See[19] for examplesand results.
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