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Abstract

We provide a general framework for networked con-
trol systems (NCSs) and review previous theoretical
results for NCS co-design. We presen experimental
studies of control and feedba& sceduling of NCSs,
consisting of dynamic system simulations for the con-
trol agerts and ervironment and padket-level network
simulations for the communications. To this end, we
have extended the ns-2 releasein order to simulate
the transmissions of plants and cortrollers that are
modeled by ODEs (solved via a linked padkage). Our
results show the overall cortrol and network perfor-
mancesachieved while modeling the individual cortrol
and network componerts. Major co-designissues,suc
asscalability and network heterogeneiy, are explored.

1 Intro duction

Tecdnological advancesare delivering devicesthat have
sensingand communication capabilities and that can
be ubiquitously embedded in the physical world. A
networked control system (NCS) consists of numer-
ous physical and computational elemens or agerts,
which have physical and informational interactions and
dependencies, supported by overlapping network re-
sources.Here,an\agent" could beadesktopcomputer;
merely a sensor,an actuator, or a cortrol module; or,
hierarchically, an ensenble of such devices. Whenewer
there is distributed sensing, actuation, or computing
of such kind, an NCS involvescommunication patterns
in which both informational and physical cortrol loops
are closedthrough a real-time network.

Two examplesare shown in Figs. 1 (left) and 2. The
“rst consists of four aircraft in mountainous terrain.
They are connected by line-of-sight communications;
the available network connectionsmay changein time
as the vehicles' communication is obscured by obsta-
cles. In Fig. 2, a more complicated architecture is
shown, where groups of agens are connectedvia mul-
tiple local area networks (LANs). There, Network A
is wirelessEthernet, Network B is a real-time bus, and
Network C represerts satellite communications links.

In this paper, our objective is to develop a comprehen-
sive mathematical and simulation framework for the
modeling, analysis, design, and performance veri ca-
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Fig. 1: Formation example: physical situation (I), infor-
mation °ow graph (m), network multigraph (r)

Network A

Network B

Fig. 2: Multiple LANs Example: network architecture

tion of NCSs. At the heart of our work is the point of
view that the designof both the communication mid-
dleware and the interacting cortrolled systemsshould
not be treated as separate. In the co-designapproac
we advocate, network issuessuc as bandwidth, quan-
tization, survivability, reliabilit y, scalability, and mes-
sagedelay will be consideredsimultaneously with con-
trolled system issuessuch as stability, performance,
fault tolerance and adaptabilit y.

The paper is organized as follows. In the next sec-
tion, we formulate a very general mathematical model
of NCS architectures, and then discussthe system-leel
optimization problemsthat NCSsmust solveto achieve
performancewithin stability and network constraints.
Section 3 reviews theory on the stability and perfor-
mance analysis of NCSs. Section 4 overviews our co-
simulation approad. Section5 concerirates on NCSs
connectedvia Ethernet.

2 General NCS Framew ork

2.1 Mathematical Mo del

An NCS Architecture consistsof numerousphysical and
computational elemens or agents which have physi-
cal and informational interactions and dependencies,
supported by multiple, overlapping network resources.
Mathematically, we formulate an NCS Architecture is
a three-tuple as follows.



(1) Agent Dynamics: a collection of stochastic hybrid
systems. The underlying dynamics of ead agert is
that of a hybrid dynamical system which is impacted
(a) directly by other agents' cortinuous and discrete
states/outputs, (b) indirectly by the receipt of state or
output information from other agers over one or more
communication networks, and (c) by internal and ex-
ternal stochastic elemens and disturbances. In equa-
tions, we may write

Xi(t) = fi(Qi(t); Xi(t); Qqbtc; Yibtc; R(t)) 1)
Yi(t) = 6i(Qi(t); Xi(t); Qbtc; Yybtc; R(t))

Here, Xi, Yi, Q; are the corntinuous-state vector,
cortinuous-output vector and discrete mode of the ith
agert, respectively. Y, Qg are those corresponding to
the other agerts, and R(t) is a vector of stochastic
variables. The btc notation denotesa vector of event
or update times, and re°ects the fact that some of
the continuous and discrete state/output information
is asyncronously communicated and dated (say, with
a time-stamp from the last communication time). For
di®erenceequations, we would similarly write

Xilt+ 1] = fi(Qi[t]; X;[t]; Q¢btc; Yibtc; R[t])

Yl = g(Qiltl X[t Qgbte; bt R) 2

(2) Network Information Flows: a directed graph. This
graph summarizes the information dependenciesde-
tailed in the dynamic equations above. For easeof
notation, we will describe the casewhere ead ager-
to-agert information °ow comesin a single \packet".
Thus, we have a graph G, = (V;E,); whereead infor-
mation nodein V = f1;2;:::;Ngisanager index and
an edgee = (i;j) 2 E, indicates that agert i sendsin-
formation to agert j via a network connection. An ex-
ampleis shawn in Fig. 1 (middle). The communication
pattern shawn is that required for formation-keepingin
the given mission.

(3) Network Topology: a colored, directed multigraph.
This multigraph summarizes the communication re-
sourcesin terms of the available links/net works. It

is a multigraph, becauseagert i and agert | may be
connectedin more than one way (say, by wired Eth-

ernet and wirelessline-of-sight, or by multiple buses).
Each link is colored/labeled by its network member-
ship. Thus, we have a multigraph Gy = (V;CEn):
Here,eat nodein V = f1;2;:::;Ngis an agen, eah
c 2 Cis a network and an edgee = (c;i;j) 2 En

indicates that agert i is connectedto agert j across
network c. An exampleis shown in Fig. 1 (right). The
links colored by A in that diagram, e.g., represen the
network communications that Agent 1 can form.

An NCS must perform its overall goalsto the bestof its
ability basedon the constraints arising from individual
agerts and the network resourcesby which they are
connected. For the sake of argument, we assumethat
an NCS's performance can be captured by a function

U
J= w; Ji (K K); 3
i=0

where Jo represents overall NCS performance objec-
tives,J; that of the ith agert, and the w; are weighting
factors. The vectorsp and K are meart to generically
capture all relevant parameters and design variables,
respectively, impacting these performances. With this
in hand, we de ne:

NCS Problem . Maximize J subject to stability and
network communication constraints.

2.2 Technical Approac h

The NCS Problem above may be attacked holistically
using our co-designapproach [5]. Designsmay be ver-
i ed using our newly-deweloped co-sinulation frame-
work (introduced below). As the design choices are
many, and the interacting tradeo®sare complex, cy-
cling this processis anticipated. SeeFig. 3.
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Fig. 3: Overall NCS DesignLoop

The co-designapproac beginsby expressingboth the
control and network constraints. The stability con-
straints for eath agert may be derived as (perhaps
probabilistic) boundson the latenciesand/or transmis-
sion rates of all communicated variables, asdetermined
by analyzing ead agert's hybrid dynamical equations.
The tools to accomplishthis are described next.

3 Previous Work

3.1 NCS Stabilit y Analysis

The insertion of communication networks into feed-
badk control loops makes the analysis and design of
an NCS complex. Convertional cortrol theories with
many ideal assumptions (such as equal-distance sam-
pling, syndronized control, and non-delayed sensing
and actuation) must be reealuated beforethey can be
applied to NCSs.

Speci cally, the following fundamertal issuesare of
concern, as depicted in Fig. 4: (1) time-varying trans-
missionperiod, (2) network schedulability, (3) network-
induced delay (or latency), and (4) packet loss.

The transmissions of information on an NCS can be
periodic or aperiodic, depending on the Medium Access
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Control (MA C) protocol of the control network. So,
the rst issueis NCSswith time-varying transmission
period. This results in a time-varying system model,
making stability analysesnon-routine. SeeFig. 4 (left).

Network scheduling is the primary issuein NCS design
when a set of agerts are connectedover the available
network resources. With no coordination, concurrent

transmissionswill occur and someonehas to badk o®
to avoid collisions or bandwidth violations. This re-
sults in transmissionsof somereal-time data being de-
layed or even missing their deadlines. Good cortrol

stheduling algorithms will try to minimize sud system
performanceloss. SeeFig. 4 (middle).

Another issueis the network-induced delay that oc-
curs while exdhanging data among agerts connected
to the shared medium. This delay, either constart or
time-varying, can degradethe performance of cortrol
systemsdesignedwithout consideringit and can even
destabilize the system. SeeFig. 4 (right, top).

One more issueis that networks can be viewed as a
web of unreliable transmission paths. Someinforma-
tion padkets not only su®er transmission delay, but
even worse, can be lost during transmission. Thus,
how such padket dropouts a®ectthe performance of
an NCS is an issuethat must be considered. Finally,
plant outputs may be transmitted using multiple net-
work padkets (so-called multiple-packet transmission),
due to the bandwidth and padket-size constraints of
the network. Becauseof the arbitration of the network
medium with other nodeson the network, chancesare,
all/part/none of the padckets could arrive at the time of
control calculation. SeeFig. 4 (right, bottom).

In our own previouswork [2, 3, 4], we have addressedall
theseissuesfor the caseof linear plants and cortrollers.
Preliminary resultsweresharedin [3]. In further study-
ing the stability of NCSs with time-varying transmis-
sion period, sutcient conditions on the transmission
period to guarantee the stability of linear-agert NCSs
have beenderived. Our main NCS stability theorem [4]
is basedon our Multiple Lyapunov Function approac
[1], which aims to guarartee the decreaseof a Lya-
punov function at every transmissionevert. This tech-
nigue is much lessconsenative than those previously
usedin the literature (including our own) [2, 3, 6] be-
causethose results required a Lyapunov function that
is guararteed to be decreasingat all times. Two ver-
sionsof the bound were derived; their e®ectivenesswvas
compared using speci ¢ examples. We also used an
exhaustive seardr method to determine the bounds on
the transmission period numerically. In many exam-

ples, these led to tight (necessaryand suzxcient) an-
alytic bounds. Our NCS Stability Theorem is quite
general. In particular, it is immediately applicable to
the general situation described in Equations (1) and
(2) in its suxciency form.

3.2 Control and scheduling co-design

Now, considerthe caseof a set of agerts that are con-
nected to a network, asillustrated in Fig. 4 (middle).
Each agert has a required transmission rate (a suz-
cient condition found using the theory above) of their
data in order for the interactions among agerts to be
stable. However, when the transmission path is shared
with other agents, transmission scheduling among the
plants hasto be considered.

Concepts of network scheduling in NCSs may be ex-
tended from those for CPU sdcheduling [5]. Both cases
involve allocating a sharedresourceto a set of concur-
rent tasks; both involve frequert invocations of concur-
rent tasks, and both tasks have real-time constraints
and have deadlinesto be met. Howewer, in the caseof
network scheduling in NCSs, the shared resourcebe-
comesthe network instead of the CPU processor,and
the execution of a real-time task has beenreplaced by
the transmission of a data padket.

Already, we have analyzedthe schedulability of agens
using the RM sdieduling algorithm [5]. We gave ex-
amplesof how sudch optimization is carried out assum-
ing both ideal transmission and with network-induced
delay, pacet dropouts, and multiple-packet transmis-
sionstaken into accourt.

4 Co-Sim ulation Metho dology

Networked cortrol systems pose novel challenges to
mathematical analysisand design. A thrust of our work
is to evaluate these issuesusing tools we have dewel-
opedthat combine dynamic systemsimulations for the
cortrol agerts and ervironment (using an ODE solver)
and padket-level network simulations for the communi-
cations (by extending ns-2). SeeFig. 5.

4.1 Starting Point

Our most basic objective is to establishwhether a cer-
tain network, plant, or controller con guration makes
it possibleto achieve a plant output that is closeto the
referencetrajectory. One of our rst "ndings is that in
many instancesthe error is small when, say, there are
few connectedplants, but it becomesextremely large
rapidly as soon as one or few more plants are con-
nected. In other words, the obsenation was not the
graceful degradation of the plant output, but a clear
threshold behavior. Threshold behaviors lead to large
errors after a small change of parameter values, and
we obsenedthat certain traditional metrics of network
performance,such asdrop rate, do not always follow a
threshold behavior in correspondenceto plant output
behavior.



Fig. 5: A snapshot of the simulator's graphical interface
during a three-plant demonstration.

The identi ed threshold behavior has implications in

two areas: feasibility and scalability. If the error is
large even with only n = 1 plant connected,then the
threshold occurs for n * 0, and the network, plant,

or cortroller con guration do not make remote control

possibleat all. An example of an infeasible network is
shown in Section 5.5 where one concurrert FTP °ow
e®ectiely prevents convergenceof a single plant. An-

other type of e®ectis when the threshold is strictly

positive. Ideally, we would like to connect as many
plants asthe network bandwidth can support, but this

is not possiblein many simulations, for example,dueto

contention for the useof a switch bu®er. In thesecases,
certain bu®ercon gurations sustainedup to 38 plants,

whereas other con gurations only sustained 25. We
will say that the former con gurations are more sal-
able than the latter in that they scaleup to a heavier
workload. A main claim in this paper is that thresh-
old behaviors of a distributed network cortrol system
canbeasimportant a characteristic asindividual plant

output, and that, correspondingly, scalability asa per-
formance metric is asimportant as output error. Our

claim is particularly evidert in the caseof the feed-
bad gain parameterK for the following reasons.When
there are few plants connectedthe network, the error
(de'ned in Section 4.3) was low for di®eren values of
K, and a larger value of K decreasedan already small
error error. However, larger values of K causeprac-
tically unbounded output values once a threshold on
the number n of plants is crossed,and thus a larger
K is not as scalableas a smaller one. Thus, the most
important e®ectof K was not to reduce error, but to

hamper the system scalability. For these reasons,we
believe that scalability (and the implied threshold be-
havior) are critical performance metrics in networked
cortrol systems.

4.2 Network Topology and Parameters
The network is simulated with the ns-2 padkage, a
widespreadstate-of-the-art open-sourcenetwork simu-

lator padkagefor studying packet dynamicsin networks
[7]. We have extendedthe ns-2 releaseto simulate the
transmissionsof plants and cortrollers. Speci cally, we
can createa new\agent" to represen a plant. Such an
agert samplesits output at a speci ed interval, writes
the sample output into a padet, and sendsit to the
cortroller.  The ns-2 simulator will then follow the
padket through the network as it is transmitted over
links, queuedat router bu®ers, dequeued,and nally
reachesthe cortroller. The cortroller immediately gen-
eratesa control u and writes u in a padet that is deliv-
eredthrough the network to the plant. Fig. 5showsthe
graphical interface of the simulator asit is running an
experiment with 3 plants linkedto a cortroller through
an intermediate router. The boxes over the links rep-
resent padkets in transit over the link and move over
time in an animated demonstration.

We executed simulations with the network topology
shown in the light gray window of Fig. 5. The plants
(nodes2 to 4) are connectedto a Fast Ethernet switch
(node 1). The plant-switch links have a 120's latency,
which includes propagation delay as well as per-frame
processingat the end-points. The "gure shaws a net-
work topology with 3 plants, but simulations were also
executedwith a di®erert number n of plants attached
to the switch. Plant 2 is a distinguished plant, whose
output will be traced over time. The other plants are
added to simulate a scenariowhere plant 2 is in con-
tention with other units for network resources. Plant
2 samplesits output every 10ms,and ead plant i > 2
samplesits output with constart period T;, where T;
is a random value extracted uniformly at random be-
tween5ms and 15ms. Output samplesare represerted
by double-precision °oating point numbers. Thus, a
scalar output sample occupiesa packet of length 48B:
the double-precisionpayload takes8B, the RTP header
12B, the UDP header8B, and the IP header20B. The
switch is connectedto the controller through a T1 line
with a Imsdelay. Obsene that the T1 line is the bot-
tlenedk and makesit possibleto accommalate at most
n - 1:544¢10°=(48¢8¢100) < 41 plants simultaneously.

Additional experiments were executedin the presence
of FTP cross-tratc. In this case,additional FTP nodes
are connected to the switch by Fast Ethernet links.

These nodesare FTP sourcesthat enmulate the trans-

mission of plant operation logs to the cortroller (e.g.,
[8]). The FTP sessionusesTCP SACK/DelAc k with

a segmen size of 1460B, an advertised window of 16
padkets, a slow-start threshold of 44 padkets, a clock

granularity of 10ms, and a DelAck time-out of 50ms
(these parametersare typical for today's Internet).

In terms of packet dynamics, the fundamental metrics
are: (1) delays(one-way from plant to cortroller; the
round-trip times|R TTs|can be directly calculated
from the one-way delays in the network under consid-
eration), (2) drop rate (the fraction of sample padkets
dropped), and (3) inter-arrival gaps(time betweenre-
ception of successie cortrol padkets at the plants). In
most cases,we have collected both averagevaluesand
the distribution of these quartities.
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Fig. 6: Plant 2 output (n = 1, K = 101). 10s(l), 0.3s(r).

4.3 Plant and Controller Dynamics

We beginwith a simple experimental setup for the net-
work topology shown in Fig. 5. The distinguished plant
(Plant 2) has a scalar output y(t) de ned by

x(t) = 100x(t) + u(t);  y(t) = x(t);

where u(t) is the plant input. The initial plant state
is 0 and the target plant output referencetrajectory is
r = 1 (unit step response). If the output is sampled
at time t, the (subsequetly computed and sert) con-
trol signal comesbadk to the plant at time t + hy (t),

where hy (t) is the round-trip time for feedbak to

arrive from the plant output measuremen taken at

time t. In general, this is a time varying, stochastic
quantity depending on network loading and parame-
ters. However, if no other plants are connectedto the
network, it is 2.745mssince the propagation time on
the T1 line is 1ms, the propagation time on the Eth-

ernet link is 12¢ s, the transmission time on the T1

line is 48¢8=1:544¢10° ' 248705 s, and the transmis-
sion time on the Ethernet link is 48 ¢8=10° = 3:84¢s.
Upon receipt of the output sampley(t), the cortroller

predicts the output y(t) forward to ¥t + hy (t)) and
then appliesthe cortrol u= K (rj $(t+ hy (1)) (the

cortroller assumesa delay slightly smaller than the ac-
tual delay, and sou arrivesslightly late at the plant).

Di®erertial equations for the plant and the controller

are solved numerically with the Ode utilit y within a
relative precision of 10 5. In certain experimerts, the
value of the plant state exceedsthe °oating point rep-
resenation for the Odeinput (%109, in which caseghe
simulation stopsand reports that the plant hascrashel.
In thesecasesthe plant output is assumedto be grow-
ing without bound. The plant output y(t) is showvn in
Fig. 6 for the casewhenn = 1 and K = 101. This
aggressie cortrol gain is chosento more clearly show
the e®ectof the network. The plant output cornverges
to the target output. However, a damped oscillation
is presert in the output due to the interaction of our
slight delay underestimate with the high cortrol gain.

Due to the vagaries of the network level of servicein
networked cortrol systems, performance metrics with
inherent smoothing are more appropriate than classi-
cal bounds on step responsetransients (e.g., Fig. 8 and
10). Thus we considefjntegral squarederror as a per-

formance measure: £ OT(y(t) i r(t)?dt:

Fig. 7: One-way delays (plant to controller) as a function
of n for the caseof in'nite bu®ers.

5 NCSs over Ethernet

Ethernet switches have output bu®erson their inter-
faces. In the rst part of this section, we discussthe
implications of di®erert choicesfor the output bu®er
sizesat switch 1. We then turn to the impact of di®er-
ent valuesof the cortrol gain and of FTP cross-tratc.

5.1 In'nite Bu®er

Our objective is to estimate the impact of bu®er sizes
and number n of plants on the plant output. The net-
work topology and parametersmake it possibleto over-
run only one such bu®er,viz. the oneon the T1 inter-
face, so simulations were executedfor di®eren sizesof
this one bu®er. First, we assumethat the bu®er has
in nite size. Sincein nite  memory cannot be installed
in a switch, the results in this section serve mostly as
a point of comparisonfor “nite-bu®er switches consid-
ered in the next sections. If the bu®eris in nite, no
padket is ever lost, but padets can be delayed by an
arbitrarily amourt of time in the bu®er queue. Fig.
7 plots the average padket delays as a function of the
number n of plants. The delay distribution hasa knee
for n = 39, at which point the delay skyrockets from
2.45msto 12.63ms. At lower loads, the delays increase
from 1.373ms(n = 1) to 2.45ms. We now focus on the
plant output for n = 38 and n = 39. When n = 38,
the systemresponseis basically indistinguishable from
that for n = 1 in spite of the longer delays (the inte-
gral squarederror e(S) remains basically unchanged).
When n = 39, the plant crashesafter around 2s. We
concludethat evenwith switched networks and in nite

bu®ers,the network should not be overloaded.

5.2 Finite Bu®er

The obvious bene't of a nite bu®eris that the delays
are now bounded: a padet can be queued at most
behind the maximum number of slots allocated in the

bu®er. The °ip side, though, is that the switch can
drop padkets if there is no room left in the bu®er. If

a sample padket is dropped, the plant missesa cortrol

padket and the previous input is cortinuously applied

until the next reception of a control padket. Fig. 8 gives
the drop rate as a function of n for a bu®er of size
4 (the averageinter-arrival gap was basically constart

acrossvaluesof n). The error is typically smalluntil the

network is almost saturated, at which point it increases
rapidly. The corresponding plant output can take
unpredictable shapesat high loads (Fig. 8). We remark
that the averageinter-arrival gap only changedslightly,
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Fig. 8: Bu®er of size 4. Drop rate up to n = 39 (I); plant
output (r) for n = 39.

Fig. 9: Bu®er of size 2. Drop rate up to n = 39 (I); plant
output for n = 20 (m) and n = 39 (r).

and thus the plant output and performanceappear to
be tied more to the characteristics of the history of
inter-arrival times than to the averagegap values.

5.3 Minimal Bu®er

The minimum bu®ersizein a store-and-forward switch
is 2 padkets (one to forward a frame, and the other to
store an upcoming frame). Plant 2 crashedat n = 40,
but the simulation completed successfullyfor n - 39.
Fig. 9 givesthe drop rate as a function of n, and the
plant output for n = 20and n = 39. At n = 20, the
output vy is basically the sameas in the unloaded sce-
nario n = 1 (Fig. 6), although somesmall jitter can be
noticed in Fig. 9. At n = 39, the plant output exhibits
wide deviations, especially towards the end of the sim-
ulations. The integral squared error as a function of
n was qualitativ ely similar to that for a size 4 bu®er
(Fig. 8), with negligible errors for small valuesof n and
a suddenincreasefor larger value of n. Howewer, the
smaller bu®er causedthe error to begin diverging for a
smaller number of plants (n = 25).

In summary, both in"nite and size-4bu®erse®ectiely
supported 38 plants with minimal error, whereasa size-
2 bu®er supported only 24 plants. We conclude that
switch bu®ersizeis a critical factor in scalability.

5.4 Control Gain

A larger value of K shouldresult in better performance,
but could alsolead to large errors in a networked con-
trol system. We have explored K = 110 120, but at
K = 120 ewen a single plant crashed. At K = 110,
the integral squared error (S) was better than that
for K = 101 (roughly 0:03 vs. 0:27) for small values
of n but it then divergesat n = 29 (bu®er of size 4).
Thus, higher gain led to slightly better performanceat
low utilization, but can negatively impact the system
scalability.

s.0o000 10.0000

Fig. 10: Plant output in the presenceof one FTP °ow.

5.5 TCP Cross-T ratc

The obvious problem with innite bu®ersis that in -

nite memory cannot be installed in a physical switch.
The not-so-obvious problem is that in nite bu®ersare
an open invitation for a concurrert TCP °ow to dump
an arbitrarily large Te in the switch bu®er, and thus
force plant padkets to long waiting times. Thus, the
survival of the plant °ows demands a bu®er of -

nite size in the presenceof concurrert TCP °ows.
Furthermore, TCP's performanceis usually optimized
when the bu®er size is between 1.3 and 2 times the
bandwidth-delay product (BDP) of the link [9]. In this
case,the BDP is extremely small, and so we hence-
forth take arbitrarily a bu®er of size 4. Fig. 10 gives
the plant output with one FTP °ow for the caseswhen
the bu®erhassize4. In the caseof in nite bu®ers,the
plant crashesafter about 1s. The behavior with a nite

bu®eris erratic, but the plant evertually cornvergesto
the target output (the integral squarederror wasabout
523¢10°) Moreover, we obsene that TCP's through-
put was substartial: about 128kB per second, which
corresponds to 68% of the link bandwidth.
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